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ABSTRACT
Being aware of the epochal developments of Information Technology and Communication, as well
as the irreplaceable role in all areas of life and the new challenges that digitalization has brought
during its use, our project will clarify the legal rules, ethical and challenges during application use in
Kosovo.
While we are having our time off, lunchtime, sleep time or we disconnect from information network
for some moments, we see that with the clicks we are making in our computer machine, we stumble
in a lot of new information. But in the ICT field, we are full of information about hundreds of new
software programs and applications..., which make work easier for us in these services e.g. banking,
health care system, education, administration, production, etc. All these goods come as a result of
the epochal development of digitalization. Large data collection; "BIG DATA", "ARTIFICIAL
INTELLIGENCE", "COMMUNICATION NETWORKS", "e-GOVERNANCE" and "INTERNET", is a
necessity, almost insurmountable in support of our work be they services; operational, educational,
administrative... or scientific research. Whereas, the coherence of the implementation of
international, constitutional, and ethical rules regarding the dignity of the individual, fundamental
rights, privacy and security of personal data, leave much to be desired because their violation is the
concern of the new democratic society. Understanding of Information Security, Information systems,
Big Data, Legal-Ethical Rules, and Violation of the individual’s data, are the focus of the following
topic.

KEYWORDS: Information Systems Security, Legal-Ethical Rules and Challenges of
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INTRODUCTION
Developments in digital technology, major developments in the field of programming and
applications, together with the advanced development of the Internet, have brought humanity to
new challenges. The 21st century belongs to the new era, of a revolutionary turn, in terms of the
aspect of fundamental human freedoms, in relation to the era of digitalization. These developments
have attacked, as never before, individual human rights.
If we ask, is there a sphere of human life where digital technology and information technology are
not applied? Each of us would respond with: No!
In order to clarify these developments, especially the interconnection between Information Systems,
Information Systems Security, Information Security, Security and Cyberspace. Personal data
Protection and their Security, in continuation of this paper we will try to give a modest contribution
in this field, highlighting the necessary need for the priority of INDIVIDUAL FREEDOMS.
Artificial intelligence, big data, otherwise known as analytical data, Internet of Things (Iο), major
developments around programming and applications, social networks of communication and
information, specialized technologies of observation (interception), during operations, in the world
of the Internet, before humanity, have brought and are bringing new tasks that require urgent
action, the issuance of legal-ethical rules, to create staff with comprehensive knowledge of use gave
the practical application of knowledge that, to the human bean of this era to bring security in
privacy, security in the right to information, security in cyberspace ....
The global pandemic COVID-19, with its brutal spread, gave the lesson to all citizens of all walks of
life, all professions without distinction. To keep the economy in continuity (out of collapse) and
services as well as governance with them, we were forced to use online platforms to execute our
jobs and services. A quality e-government, for all these sections, would definitely be a support
product and service for these economies.
With the Security of the individual, of course also the economic, commercial, educational, scientific,
health, administrative, political, technological developments..... etc. the following term would be
completed and justified; "Knowledge society" where often as a term, has begun to be used in this
century, by all societies that have touched the peaks of digital developments.
Also, to illustrate our actions in this regard, it is worth mentioning the statement of Kevin Ashdon,
digitalization expert, who says for the Internet of Things: "we are able to collect everything that is
possible, around you, to research everything, to increase our revenues ... ”. Therefore, it is seen that
profiling for the individual has not stopped and neither methods nor means have been chosen to
reach the goal.
DHE BASIC MEANING FOR SECURITY INFORMATION AND INFORMATION SYSTEMS
By English "InfoSec" means information security (SI). While information systems are the product of a
lot of work, of managed information, from the aspect of IT functioning and organization, to reporting
and information through paperwork! In English we see the expression "Information System`s" -

information systems (SI). Today, the efforts and promotions in terms of personnel, are oriented in
the direction that through knowledge institutions, to acquire and advance knowledge in this specific
field. In addition to knowledge of the functioning, role and interest of the market economy for the
scientific-theoretical-practical application of information systems, knowledge of Information
Systems Security (SSI) is essential.
Naturally the question arises, where to get this knowledge?
In the region, especially in Kosovo, there are very few academic institutions, colleges and faculties, in
the public and private sector that deal with these studies, although worldwide, there are many
specific departments and studies in this field.
But, in our country (Kosovo), we enjoy the fact that, UBT, in view of a perspective towards the
future, for the needs of the country, for more than a decade, has set up a specific faculty of
Information Security Systems, in it two levels, Bsc and Msc, where successfully, is giving valuable
contribution, not only in Kosovo but also in the Region.
Closely related, security and information systems give every economy, whatever it is, security,
reliability, sustainability, and increased profitability during its development.
What do we mean by Information Security?
Security in the cyber "universe" has a very wide dimension, and can be related to: Computer
security, IT security, information security, information systems security, Internet security, general
security in cyberspace, individual security, etc. For us this means that we are dealing with general
security in society.
However, information security today, is looked at - studied through three main components;
Confidentiality, Integrity and Availability, otherwise in the language of the profession is called the
triangle - CIA. While, the application of the other two components continues; authenticity and nonrejection.
What do we mean by Confidentiality of information; Information security mean where
confidentiality "is the characteristic that information is not made available or disclosed by
unauthorized persons, entities, or processes" (ISO 27000 and 27001).
What do we mean by Integrity? In information security, data integrity means; that the data is stored
and protected, and that it is accurate, complete and up-to-date at all times.
What do we mean by availability? We mean that: information should be available for any
information system, when it is necessary to serve a certain purpose. So, it means: to those to whom
the information is dedicated to, it should be available at the time when it is needed.
What do we mean by authenticity? We mean, originality and accuracy of information. The
information is lawful and legitimate to be used by, persons or systems which are authorized and to
which the information is dedicated to for use.
What do we mean by non-rejection (aspect of legality)? By law, non-refusal implies the intention of
someone to fulfill their obligations in a contract. It also means that one party of a transaction cannot
deny that it received a transaction, nor can the other party deny that it sent a transaction. (Note:
This is also considered part of integrity). Thus, in this context, even diplomatic relations are valued
through the signing of legal acts (contractual relations), Protocols, Conventions, Covenants,

Decisions… etc. which have an impact on peaceful cohesion in human society, and are binding in
practice, by the signatory parties.
What are Information Systems?
By an information system we mean the organized combination between: Human, hardware,
software, communication networks, data resources, mode of operation and procedures.
An Information System (IS) supplies, receives, transfers and distributes information, within the
organization, and, if necessary, exchanges it with the environment (outside the organization)
The tasks of an information system are: to describe correctly and accurately the information / to
those who need it /, in a timely manner, in the required volume (quantity) and in the most
appropriate format. The Information System (IS) performs the following tasks:
- Collects data,
- Processes data,
- Provides with data and information,
- Distributes data and information to users.
Information systems also perform other operations such as research or data tracking, where at the
time of big data (BIG DATA), otherwise called analysis data, are extremely important for the
development of enterprises, whether in the public or private sector, without excluding political and
civil society organizations. A wide use of information systems, today, is encountered in various
sectors, in research and studies in contemporary sciences, in particular, in the analysis, collection,
systematization and operation of information and data, which are of interest to achieve to scientific
explanations of various social and natural phenomena of interest to mankind, see (Methodology of
Scientific Research in Social Sciences, (Matewsk and Rose: 2013).
From the above emphasis on information security and information systems, it is understandable that
individual security precedes everyone, the term of the CIA triangle, and all the work done is in the
service of individual security. So, if the individual (citizen), in the grip of the working organization or
civil society, in the public or private sector, as a consumer of services will be safe and comfortable in
the vortex of digitalization and ICT, then we say that information security it is satisfying.
With the individual security provided, Information Systems, public and private sectors, together with
citizens, will have an advanced general security Thus the security of the individual, goes in the
function of advancing the Fundamental Human Rights and Freedoms, in accordance with the UDHR
of 1948 of the UN (DHRCL, 1948: UN), privacy laws (EC and EU General Regulation: 679 / 2016) and
(Constitution of Kosovo, Pristina, 2008, amended 2013: Articles 21, 23, 26, 27, 36; p.14, f15, f16,
f21)).
In fact, an Information Management System is a work of the whole organization to provide
information for the decision-making process, Information Systems in the Insurance Sector, Tirana
(Sherifi, I. 2016: 140). Based on the work they perform; Information systems are diverse, such as:
Operating Systems, Decision Making Systems, Knowledge Support Systems, Human Resource
Systems, Financial Accounting Systems, Data Analysis Systems, and Executive Information Support
Systems, Executive Information Systems, and Information Management Systems ettc. But, to ensure
quality and reliability to the customer, many companies make certifications in the field of
Information Security (ISMS), in the family of Security Standards, ISO 27001.
DATA AND INFORMATION (the main pillars of information systems)

How important is the security of information and privacy in social life?, the facts speak for
themselves that, individual security nurtures general security and peace! So if we go back to social
psychologists they have studied four strategies to turn enemies into friends: "These can be
remembered as the four peacekeepers C’s: Contact, Cooperation, Communication, Community
(pacification)" (David, G. Myers , EUGEN, 2003: 485). What does this have to do with Information
Security and Information Systems Security? So, through communication, cooperation and reflection
in the community, no matter which community it is, the threads of information security start.
Therefore, the data during their processing, through information systems, up to the execution and
finalization to information, to be used by the "community" to which the information is dedicated, is
required to meet the requirements of the CIA triangle, plus two components, such as part of the
debate not to reject and authenticity, which is required to be added to this triangle
What do we mean by data? To get a broader understanding of the data, if we click online,
immediately in our search, we have some answers and some meanings, such as: from the link;
(Https://www.bing.com/search?q=Cka+jan+te+dhenat+me+te+dhena&qs=n&form=QBRE&sp=1&pq=cka+jan+te+dhenat+me+te+dhena&sc=0-29&sk=&cvid=12694EB54BC44B08 : 3.10.2020, time
20.00h), we are provided with information for personal data, for the meaning of data, for databases,
statistical data ..... etc:
“Data are a set of values of qualitative or quantitative variables; that is, pieces of data are individual
pieces of information. Data is measured, collected and reported, and analyzed, after which they can
be visualized using graphs or images.
What do we mean by open data? According to the same link “Open data are those data which are
created by organizations and public sector institutions for the realization of their competencies,
which are published in order to enables their use by legal or natural persons for the creation of new
information, contents, applications or services”. This data is open for use by the public, otherwise it
is information!
Enormous amounts of different data, quantities, names, various publications, regardless of type and
kind, whether physical or not, such as: Name, telephone number, address, square kilometers of a
land area, number of inhabitants , product prices, number of members of a party, sickness ratio,
number of passengers on the plane, bank deposits, amount of daily output in a factory, number of
students in a school, building material of an apartment, daily output of bread, employees of a
ministry, ... etc. Constitute different factual values of data within different organizations. This data,
after being processed, is placed in databases, where after their finalization, they are dedicated, or
are open to different users.
Today, due to the constant demands of civil society, a lot of finalized data is required to be made
public, and open to the public, in order, as structured on their sites, for easy access by the public, to
help and advanced employment, studies, research, analysis and broad interest, with the motto:
transparency, accountability economic development.. (Open DATA Kosovo)
https://opendatakosovo.org/ ,03.10.2020. Time 22.30h.
In today's technological developments, in the field of digitalization and the Internet, the possibility of
compromising data and information is quite high. Therefore, personal data, which even as relevant
data of the individual, which linked to the individual (person), being outside the public interest,
today are excluded from such publications, with the very fact that they endanger the privacy of the
individual.

What do we mean by information’s? They are data processed or converted, that have content that
is understandable and usable for the user. All the data, when they go out of the enterprise, to be
used by the customers, then we say that we are dealing with information. Next, through the diagram
diagram we see the data processing, input-output, through an information system.

Information systems (IS) are used in all areas and human activities. The expression IS does not make
sense without the use of computers. Computer-aided information systems (ISs) are called:
Information Systems Computer Database (ISCD). In Information Systems, IT represents the
Information Systems infrastructure.
ETHICAL AND LEGAL ASPECTS
The rapid development of digitalization has posed risks to privacy and individual security. Personal
data and information security are seriously endangered. While enormous amounts of data, minute
by minute, are generated on various Internet networks and give rise to new applications and
programs for economic advancement, including the invention of digital devices, then it is
understandable that there is a possibility that malware is a steps before the rule of law regulators,
while a lot of time is spent until the issuance of legal acts and their implementation in practice.
This "yellow" time space can serve as fertile time for cybercrimes, organized cybercrime terrorism,
up to the international level.
In order to avoid these problems of human society, so that we do not have the collapse of the
systems of life and work, it is necessary to issue laws and rules for the use, practical implementation
and institutional supervision of the use of IT. Shared unified society platforms, for security would
greatly advance the security and privacy aspect.
Knowing that the use of Internet "is a system of interconnected computer networks that use the
Internet Protocol suite (TCP / IP) to connect billions of devices worldwide. It is a network of
networks consisting of millions of private, public, academic, business, and government networks,
with local to global scope, connected by a wide electronic collection ... ”
(https://www.bing.com/search?q=qfar+kuptojme+me+te+dhena&form=EDGHPT&qs=PF&cvid=4fc
f940ee88b455780d3118dc0bc2f00&cc=AL&setlang=en-U, 3.10, 22.00h).

Then, seeing this possibility of such rapid developments, of global communication, rapid actions are
required, until the issuance of sanctioning codes and laws for the supervision of this field, in the
"gray" period not covered by laws, an important effect for data security would be provided by
CODES OF ETHICS, issued at national and international levels, which are issued more quickly, and can
become binding on all public and private bodies.
Codes of Ethics
By ethical issues we mean standards, which define what is right and what is wrong; based on the
obligations to avoid actions such as: rape, murder, robbery, abuse, human rights violations, etc..
Codes of Ethics, then, are rules of individual behavior or morality of people in society. Ethics as a
science-branch of philosophy has its roots in antiquity, but today, professional codes of ethics can be
drafted (written), in the form of instructions or in the form of normative acts (laws, regulations ..).
To increase accountability at work, and to gain public trust, professional codes of conduct are issued
and published by professional associations, various companies, corporations and institutions,
without distinction, in the public and private sectors. This is a self-regulatory obligation of
organizations of different professions, to regulate themselves, in the general interest of society. In
the regulatory institutions of human rights, information security, right to information..etc are the
mandatory codes of ethics, which are found on the official websites of these institutions. Ethical
codes are issued, even at the European level, where we can find them on their official website, such
as the European Commissioner for Information Security, the European Commissioner for the Right to
Information, the European Commissioner for Personal Data Protection, etc. In Directive 95/46 it was
the obligation of all institutions of the EU and EC MPP, that before the final approval, the codes of
ethics of these institutions to obtain the approval of the Consultative Committee 108/81, of the MDP
of Directive 95/46 46, Working Group 29. This Directive has already been revised and transposed
into the General Regulation of Personal Data Protection 679/2016, of the EU and the EC.
The introduction of new information technologies has shocking effects on society, so new ethical,
social and political issues have been raised that need to be addressed at the individual, social and
political levels and in the relationship between ethical, social and political issues in an information
society, International Summer Academy of Science, (Jashari.R .: UBT, 2020), Pristina.
The universal principles of ethics are: Personal, Professional and Global.
These issues have five moral dimensions, five moral dimensions of the information age, 1.
Information rights and obligations, 2. Property rights and obligations, 3. System quality, 4. Quality of
life, 5. Responsibility - accountability and control. (Jashari.R .: 2020) Authorized lectures, at
Information Security Systems, UBT, Pristina
In this regard, to strengthen ethical control and accountability, the EUROSAI Steering Board has
established the EUROSAI Audit and Ethics Task Force (TFA & E) as an instrument to support European
SAIs in promoting the importance of ethical conduct,
http://www.klsh.org.al/web/mbeshtetje_sai_ve_per_permiresimin_e_infrastruktures_etike_1083.pd
f, 06.10.2020, time 21.00h, in various life campaigns.
Laws and Legal Rules
The search power of Internet search engines has changed the form of communication, and with
dizzying speed has connected humanity, regardless of its location, anywhere in the Globe. This
communicative power has transformed the way of behaving and living, generating new inventions
with the help of Artificial Intelligence, transforming administrative affairs through e-Government.

The publication of numerous data on the Internet, called "BIG DATA", has caused humanity to spend
billions of dollars, for programs and data analysis experts, to enter the function and service of the
economy.
Numerous data on the Internet bring not only profits and industrial-economic development, but
often times, cyber threats endanger entire systems, where they go out of order, and cause billions of
dollars in damage. The information downloaded on the Internet is stored for years, where;
"Information which is published on the Internet, through search engines such as goggle, bingo,
yahoo, etc. may reappear even after many years; If you want to hide your identity, photos that
enable your identification should not be used. Name and profile picture (fit-ks.org/wpcontent/uploads/2016/03/5.-RJETET-SOCIALE.pdf ·
https://www.bing.com/search?q=qka+jane+informatat&qs=PF&cvid=fa2538494a74495dbf5013b6
c57ab29f&cc=AL&setlang=en-US&first=1&FORM=PQRE1, (time 22.00h, 04.10.2020)
Today, the personal data of the individual are endangered. We often encounter intrusions into our
profiles, data theft, account hacking, cloning of bank cards, etc. Therefore, in order to provide
solutions to these problems and protect personal data, the EU and the EC, in 2016, issued the
General Regulation of Personal Data Protection, 679/2016, which entered into force on, 25, May
2018 .
The regulation is mandatory for all states, members of the EC, and signatory to Convention
108/1981, which strengthens sanctions against abusers and violators of data, increases the powers
of regulatory authorities of the MDP, takes into account the right to was forgotten, provides
obligations for certification and training in the field of MDP, as well as made mandatory the work of
data protection officers in all public and private bodies.
The Law on PPS in Kosovo has been harmonized with the General Regulation (GDPR), during 2019.
Kosovo has also issued the Law on Protection against Cybercrime, in accordance with the
requirements of the Convention against Cybercrime, approved in 2001 and entered in force in
v.2004. The Convention has also formed the European Committee on Cybercrime (GDPC).
Kosovo has also issued a cyber-security strategy 2016-2019, which should reflect the issuance of new
laws, Cyber Security, Information Systems Security, Trust and Electronic Certifications and, should
advance in a new strategy cyber security and protection of personal data at national level.
As for the constitutional aspect, the Constitution of Kosovo, 17 February 2008, and (amand.2013)
has a sufficient legal basis regarding the protection and security of personal data, where Article 36,
with four paragraphs, guarantees protection of personal data, and article 21 the dignity of the
individual. The Constitution with 36 provisions in Chapter II, guarantees the Fundamental Human
Rights and Freedoms (Constitution: 2008). While, great work remains, in issuing regulations, codes of
ethics, administrative instructions and education of citizens, in ensuring individual security, as a
threat to data and information security (Collins, A: 2012), "Bash time studies of Security in Social
Sciences” Oxford press University, Tirana.
EXAMPLES ABOUT SECURITY AND PPD
Example 1.
CIA Director Georg Tenet, in his Book in the Eye of the Cyclone, on the occasion of the AlkaIde`s
terrorist attacks on the World Trade Center in the Twin Towers in New York, on the occasion of
receiving passenger lists from the Airport , had waited 15 minutes, due to privacy laws, when
American national security was put at risk .. ?? So legal proportionality is imperative.

Example 2.
Known as "Dehari case", 2016, when the data of the camera recordings are published, during the
investigation process, on TV Klan Kosovo…? This action, contrary to the Law on Criminal Procedure.
So this publication constituted a criminal offense.
Example 3.
"The case of Memet Haqif", Intrusion into privacy, when the cameras were monitoring the school
toilets, the intrusion was made in the privacy of students, prohibited by applicable laws. This was a
punishable act in accordance with the LMDHP.
What do Information Systems students say?
In the questionnaire for evaluation of the academic staff (R. Jashari), the second year students, level
Bsc. (UBT: 2020), among the 14 questions for evaluation, in the subject Ethical and Legal Issues in IS,
had this question: "II SUBJECT AND RESOURCES-Evaluate the course materials and evaluation (the
course is of interest for professional development)"? The answers were as follows: Out of 32
students included in the assessment: 18 st. said, that, 60% is of interest, 9 st. 40% said that it is of
interest, while 6 st.80% assessed that it is of professional interest to be taught.
So, the assessment comes out, somewhere over 60% who say that this knowledge is necessary for
the profession and for society. But, the courses of IT Law and Society, Security and Privacy of
Information Systems, are exactly the same forms of Legal, Ethical, Security and Privacy knowledge, at
IT and IS in the faculties of CSI and IS. Raise awareness, education and professional responsibilities in
the respective professions and are much needed in the age of digitalization. For the generation of
advanced knowledge, this knowledge is a necessity to be taught in the faculties with study programs,
as well as in Social Sciences and Contemporary Security Studies.
CONCLUSIONS
At the national level, the following actions are given priority:
-

Issuance of the National Strategy for Cyber Security and Security Systems

-

Issuance of the National Strategy in the field of Personal Data Protection,

Staffing and Institutional Strengthening of the Supervisory Authorities of IS and MDHP. The 5
- year period without the head of the Authority Authority, is a poor performance of the State of
Kosovo, in the field of Security and Individual Freedoms.
- Strengthening knowledge at academic levels in the following areas: IT Law and Society,
Information Security and Privacy, Ethical and Legal Issues in IS, and Protection against Cybercrime.
-

Issuance of Laws on Cyber Security, Information Systems and Network Security, Trust and
Electronic Signature Certification.

-

Capacity building of CERTs and CSIRTs.

-

Code of Ethics in all public and private sectors.
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